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RESEARCH INTEREST         

• Internet of Things (IoTs) and Cyber-Physical Systems (CPSs) Security  

• Memory and Sensor Security 

• Hardware, Micro-architectural, and Embedded System Security 

• Cyber-Physical System (CPS) Forensics and Attack Provenance 

 

EDUCATION  

University of California, Irvine, CA, USA                                                                              September 2018 – May 2023 (expected) 
Ph.D.  Candidate in Electrical Engineering and Computer Science 
Advisor:  Professor Abdullah Al Faruque 
   
University of Southampton, United Kingdom                                                                                                August 2014 – July 2015                     
Norwegian University of Science and Technology, Norway                                                                       August 2015 – July 2016                   
Joined European Masters in Embedded Computing Systems (EMECS)      
Thesis Advisor:  Professor Snorre Aunet                                                      

 
Bangladesh University of Engineering and Technology (BUET)                                                      August 2006 – February 2012                     
B. Sc. in Electrical and Electronic Engineering  
Thesis Advisor:  Professor Samia Subrina 
 

 RESEARCH SUMMARY 

   14 peer-reviewed papers (10 papers as the 1st author), 1 book chapter, 1 patent, 3 assisted awarded grants, 8 talks, 1 
poster, 4  media coverages, 2 external collaborations, 3 mentored students 

   Major publications: USENIX, CCS, ACSAC, RAID, CHES, ICCAD, ICCPS, TDSC (2), TIFS, ICCD 
 

 INDUSTRY RESEARCH EXPERIENCE 

• Solidigm, USA                                                                                                                                                June 2022 – September 2022 
SSD Memory Firmware Development and Validation Graduate Intern 

     Mentor: Yogesh Wakchaure and Justin Dayacap 
     Topic:  Thermal performance optimization of Solidigm and Intel SSDs 
 

• Intel Corporation, USA                                                                                                                                June 2021 – September 2021 
Intel Optane Memory Quality and Reliability Graduate Intern 

      Mentor: Tabitha Wong and Darren Hardy 
      Topic:  Scorecard optimization for Intel Optane memory products 
 

• Nordic Semiconductor ASA, Trondheim, Norway                                                                               June 2016 – December 2016 
Software R&D Engineer 

      Mentor: Dr. Torstein Heggeboe 
      Topic: Open mesh agent using NS2 simulator for ARM Cortex M0 microprocessor 
 

• Integrated Detector Electronics AS (IDEAS), Oslo, Norway                                                        October 2015 – November 2015 
Hardware R&D Engineer 

      Mentor: Dr. Hans Kristian Otnes Berge 
      Topic: Preventing Single event upset (SEU) in radiation hard flip-flops for space stations 
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PUBLICATIONS 

PAPERS UNDER REVIEW 
 
[1]  Spreading Magnetic Transduction Medium for Securing Voltage and Current Magnetic Sensors against EMI Spoofing.  
       Anomadarshi Barua,  Mohammad Abdullah Al Faruque 
       Under review at a top anonymous conference to be appeared in 2023. 
        
PEER-REVIEWED PAPERS 
 

[2]  A Wolf in Sheep’s Clothing: Spreading Deadly Pathogens Under the Disguise of Popular Music.  
       Anomadarshi Barua, Yonatan Gizachew Achamyeleh, M. A. Al Faruque 
       To appear at the 29th ACM Conference on Computer and Communications Security (CCS), 2022. 
 
[3]  BayesImposter: Bayesian Estimation Based .bss Imposter Attack on Industrial Control Systems.  
       Anomadarshi Barua, Lelin Pan, M. A. Al Faruque 
       To appear at Annual Computer Security Applications Conference (ACSAC), 2022. 

Accepted as a Functional Artifact with the main paper 
 
[4]  PreMSat: Preventing Magnetic Saturation Attack on Hall Sensors 
       Anomadarshi Barua, M. A. Al Faruque 
       IACR Transactions on Cryptographic Hardware and Embedded Systems (TCHES), Aug 31:438-62, 2022. 
 
[5]  HALC: A Real-time In-sensor Defense against the Magnetic Spoofing Attack on Hall Sensors. 
       Anomadarshi Barua, M. A. Al Faruque 
       25th International Symposium on Research in Attacks, Intrusions, and Defenses (RAID), pp. 185-199, 2022. 
 
[6]  Sensor Security: Current Progress, Research Challenges, and Future Roadmap. 
       Anomadarshi Barua, M. A. Al Faruque 
       To appear at the 41st International Conference on Computer-Aided Design (ICCAD), 2022. 
 
[7] Hierarchical temporal memory based one-pass learning for real-time anomaly detection and 

simultaneous data prediction in smart grids. 
       Anomadarshi Barua, D Muthirayan, PP Khargonekar, M. A. Al Faruque 
       IEEE Transactions on Dependable and Secure Computing, vol. 19, no. 3, pp. 1770-1782, 2022. 
 
[8]  Brain-Inspired Golden Chip Free Hardware Trojan Detection.  
        S. Faezi, R. Yasaei, Anomadarshi Barua, M. A. Al Faruque 
       IEEE Transactions on Information Forensics and Security, vol. 16, pp. 2697-2708, 2021. 
   
[9]  Tool of Spies: Leaking your IP by Altering the 3D Printer Compiler. 
       S. R. Chhetri, Anomadarshi Barua, S. Faezi, F. Regazzoni, A. Canedo and M. A. Al Faruque 
       IEEE Transactions on Dependable and Secure Computing, vol. 18, no. 2, pp. 667-678, 1 March-April 2021. 
 
[10] Hall Spoofing: A Non-Invasive DoS Attack on Grid-Tied Solar Inverter. 
         Anomadarshi Barua and M. A. Al Faruque 
         29th USENIX Security Symposium (USENIX Security 2020), pp. 1273-1290, 2020. 
 
[11]  Hierarchical Temporal Memory Based Machine Learning for Real-Time, Unsupervised Anomaly Detection in Smart Grid 
         Anomadarshi Barua, D. Muthirayan, P. P. Khargonekar and M. A. Al Faruque 
         ACM/IEEE 11th International Conference on Cyber-Physical Systems (ICCPS), pp. 188-189, 2020. 
 

 

 

 

 

 

 

 

 

 

 

 



 

 

[12]  Noninvasive Sensor-Spoofing Attacks on Embedded and Cyber-Physical Systems. 
          Anomadarshi Barua and M. A. Al Faruque 
          IEEE 38th International Conference on Computer Design (ICCD), pp. 45-48, 2020. 
 
[13]  A smart prepaid energy metering system to control electricity theft. 
          N. Mohammad, Anomadarshi Barua and M. A. Arafat 
          International Conference on Power, Energy and Control (ICPEC), pp. 562-565, 2013. 
 
[14]  Thermal management of 3-D IC using carbon nanotube thermal via. 
          M. S. Hossain, K. I. Masood, Anomadarshi Barua and S. Subrina 
         7th International Conference on Electrical and Computer Engineering, pp. 205-208, 2012. 
 
[15]  Thermal Management in 3-D Integrated Circuits with Graphene Heat Spreaders. 
          Anomadarshi Barua, Md. S. Hossain, K.I. Masood, S. Subrina 
          Physics Procedia, Volume 25, pp. 311-316, 2012. 
 

BOOK CHAPTERS 
 
[16]  The Hall Sensor Security. 
          Anomadarshi Barua and M. A. Al Faruque 
          Encyclopedia of Cryptography, Security and Privacy, https://doi.org/10.1007/978-3-642-27739-9_1652-1, 

Springer Nature,  2021-22. 
 

PATENTS 
 
[17]  Analog and digital co-design techniques to mitigate non-invasive spoofing attack on magnetic sensors. 
         M. A. Al Faruque and Anomadarshi Barua 
         US Patent App. 17/518,483 
         Year: 2022 
 

ASSISTED AWARDED GRANTS 
 
[18] EAGER: SARE: In-Sensor Hardware-Software Co-design Methodology of the Hall Effect Sensors to 

Prevent and Contain the EMI Spoofing Attacks in the Analog-RF Systems. 
          Funding agency: National Science Foundation (NSF) 
          Award number:  ECCS-2028269 
 

[19]  Wireless withdrawal detection and monitoring system for neonatal abstinence syndrome. 
          Funding agency: National Institutes of Health (NIH)  
          Award number:  1R41DA049615-01A1 and R41DA049615 
 

[20]  DMGL: Defending Insider Threats in a Manufacturing System through Graph Learning based Causal     
Modeling for Process ID Fingerprinting.  

          Funding agency: Cisco Research  
 

TALKS 

• A Wolf in Sheep’s Clothing: Spreading Deadly Pathogens Under the Disguise of Popular Music.             November, 2022 
29th ACM Conference on Computer and Communications Security (CCS),  Los Angeles, USA 
 

• PreMSat: Preventing Magnetic Saturation Attack on Hall Sensors.                                                                    September, 2022 
IACR Transactions on Cryptographic Hardware and Embedded Systems (TCHES), Leuven, Belgium 
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• Hall Spoofing: A Noninvasive DoS Attack on Grid-Tied Solar Inverter.                                                                  February, 2021 
Information and Computer Sciences (ICS) Seminar Talk, University of California, Irvine (UCI)   

 

• UCOP Cyber-Security in  Power Systems.                                                                                                                    November, 2020 
UCOP Smart Grid Security, University of California, Riverside (UCR)      

 

• Hierarchical Temporal Memory based One-pass Learning in Smart Grid.                                                               March, 2020 
UCOP Smart Grid Security, University of California, Riverside (UCR)      

 

• Secure-by-Design & Self-Secured Control with Anomaly Detection in Smart Grid.                                              August, 2019 
UCOP Smart Grid Security, University of California, Riverside (UCR)      
 

• Secure-by-Design Smart Grid Development.                                                                                                              November, 2018 
UCOP Smart Grid Security, University of California, Riverside (UCR)    
 

• UC-Center for  Power Distribution System CyberSecurity.                                                                                           August, 2018 
UCOP Smart Grid Security, University of California, Riverside (UCR)      
                                                                                           

POSTERS 

• Physical Layer Key Generation Protocol for Secure V2X Communication Architecture.                      
In the  Network and Distributed System Security (NDSS) Symposium, 2019. 
 

MEDIA COVERAGE 

• How To Hack A Solar Inverter From A Coffee Cup.                      
In Industrial Safety and Security Source, August 20, 2020. 
 

• Disrupting a power grid with cheap equipment hidden in a coffee cup.                      
In HelpNet Security, August 20, 2020. 

 

• UCI researchers expose vulnerability of solar inverters.                      
By Kelsey Misbrener in Solar Power World, August 18, 2020. 
 

• UCI researchers hacked solar inverters using just $50 worth of equipment.                      
By SB Staff in Solar Builder, August 18, 2020. 

 

AWARDS, HONORS, AND TRAVEL GRANTS 

• ACSAC Conferenceship Travel Grant, 2022 

• DAC Richard Newton Travel Grant, 2019 

• Broadcom Foundation Fellowship (20K USD), 2018-2019  

• UCI EECS Departmental Fellowship (25K USD), 2022-2023 

• Erasmus Mundus Scholarship from European Union for Master on Embedded Computing System (32K Euro), 2014-2016 

• 1st prize for best technical implementation in EMECS-thon in UK sponsored by ARM and Silicon Labs, 2015 

• Dean’s list award and Merit list awards in BUET, 2006-2012 

 

STUDENTS  MENTORED 

• Yonatan Gizachew Achamyeleh (Fall 2021 – Fall 2022).  A Wolf in Sheep’s Clothing: Spreading Deadly Pathogens Under the 

Disguise of Popular Music.  Masters thesis at the University of California, Irvine (co-mentored with Professor Al Faruque) 

 

 

 

 

 



 

 

• Lelin Pan (Fall 2021 – Fall 2022).  BayesImposter: Bayesian Estimation Based .bss Imposter Attack on Industrial Control 

Systems.  Masters thesis at the University of California, Irvine (co-mentored with Professor Al Faruque) 

• Habib Fakih (Fall 2022 – Ongoing).  Security in Cyber-physical systems (CPSs).  Masters thesis at the University of California, 

Irvine (co-mentoring with Professor Al Faruque) 

EXTERNAL COLLABORATIONS 

• Arquimedes Canedo, Siemens Research, USA 

• Francesco Regazzoni, University of Amsterdam and Università della Svizzera italiana 

 

TEACHING EXPERIENCE 

[1]    School: University of California, Irvine, USA 
Position: Teaching Assistant 

• EECS 40: Object Oriented System and Programming (Fall 2021) 

• EECS 50: Discrete Time Signals and Systems (Spring 2021) 
 

[2]    School: United International University (UIU), Bangladesh                                                   January 2017 -  September 2018 
Position: Teaching Assistant Professor 

• EEE 3403: Microprocessor and Interfacing 

• EEE 3404: Microprocessor and Interfacing Laboratory 

• EEE 2401: Structured Programming Language 

• EEE 2402: Structured Programming Language Laboratory 

• EEE 2105: Digital Electronics 

• EEE 2106: Digital Electronics Laboratory 
 

PROFESSIONAL SERVICES 

• Reviewer of International Journal of Ambient Energy 

• External reviewer of DAC, DATE, ASP-DAC, ESWEEK,  TCAS, ISLPED, ICCPS 

TECHNICAL STRENGTHS 

• Programming skills: SystemVerilog, C/ C++, Embedded C, System C, TCL, OTCL, Python, PLC 

• Software IDE: ModelSim, Altera  Quartus II, Synopsys, Cadence Encounter DC, Visual Studio, PyCharm, GH Toolchain, Keil 
uVision, Segger Embedded Studio, Eclipse, Code Composer Studio, Atmel Studio, AVR Studio,  Simplicity Studio, Micro C   

• Development boards: Altera & Xilinx FPGA and SoC, MSP430 MCUs, PCA10028, PCA10031a and PCA10040 from Nordic 
Semiconductor, EFM32 Giant Gecko Starter Kit 

• SSD and Optane memory-related skills: Hardware garbage collection, Thermal Throttling, Temperature Compensation, 
Raw bit error rate, Memory Segmentation 

• Bluetooth-related skills: BLE Sniffer, nRF go Studio, nRF Master Control Panel, Bluetooth vol 6 (Link Layer Specification) 

 

SELECTED COURSES 

• ELEC 6232: Analog and Mixed Signal CMOS Design 

• ELEC 6233: Digital System Synthesis 

• ELEC 6234: Embedded Processors 

• ELEC 6241: System on Chip (SoC) Design Techniques 

• ELEC 6237: System on Chip (SoC) Electronic Design Automation (EDA) 

• TTK 4147: Real-Time Systems 

• AUDIT: Deep Learning, Machine Learning, Computer Vision, Sensor Fusion, Kalman Filter 



 

 

 

LIST OF REFERENCES 

• Dr. Pramod Khargonekar 

Vice Chancellor for Research, Office of the Vice Chancellor for Research 

Distinguished Professor, Electrical Engineering and Computer Science 

University of California, Irvine (UCI) 

Email: pramod.khargonekar@uci.edu 

Phone: (352) 262-7776 and (949) 824-5796 
 

• Dr. Marilyn Claire Wolf 

Director of the School of Computing 

Elmer E. Koch Professor of Engineering 

University of Nebraska–Lincoln 

Email: mwolf@unl.edu 

Phone: (402) 472-2401 

 

• Dr. Mohammad Abdullah Al Faruque 

Professor, Electrical Engineering and Computer Science 

Professor (Joint Appointment), Mechanical and Aerospace Engineering 

Emulex Career Development Chair 

University of California, Irvine (UCI) 

Email: alfaruqu@uci.edu 

Phone: (949) 572-8101 and (949) 824-1909 

 

• Dr. Zhou Li 

Assistant Professor, Electrical Engineering and Computer Science 

UCI Center for Embedded and Cyber-phyiscal Systems (CECS) 

UCI Cybersecurity Policy & Research Institute (CPRI) 

University of California, Irvine (UCI) 

Email: zhoul15@uci.edu 

Phone: (949) 824-9724 
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