Han Wang

PERSONAL Ph.D. Candidate in the Department of Computer Science
INFORMATION Ilinois Institute of Technology, Chicago, IL, USA

Cell Phone: (312) 216-7985

E-Mail: hwangl185@hawk.iit.edu

Website: https://hwangcsiit.github.io/

RESEARCH Security and Privacy: Differential Privacy, Local Differential Privacy, Secure Multiparty
INTERESTS Computation, Applied Cryptography, Adversarial Attacks

Trustworthy Machine Learning: Robustness, Privacy, and Fairness

EDUCATION Illinois Institute of Technology
Ph.D. Candidate in Computer Science (ABD) January 2018 to Present
Advisor: Dr. Yuan Hong

Huazhong University of Science and Technology, China
M.S. of Software Engineering September 2014 to May 2017

Wuhan Institute of Technology, China

B.S. of Electrical Engineering September 2010 to June 2014
PROFESSIONAL Research Intern September 2022 to Present
EXPERIENCE Rutgers Institute of Data Science, Learning, and Applications

Rutgers, the State University of New Jersey (Remote)

Roles and Responsibilities:
(1) research on privacy-preserving biomedical data analysis
(2) co-supervising graduate and undergraduate students
(3) assisting the team to write grant proposals

Advisor: Dr. Jaideep Vaidya

Visiting Scholar June 2022 to Present
Department of Computer Science & Engineering
University of Connecticut (Remote)
Advisor: Dr. Yuan Hong

Research Assistant January 2018 to May 2022
Department of Computer Science
Illinois Institute of Technology, Chicago, IL, USA

Teaching Assistant September 2020 to May 2022
Department of Computer Science
Illinois Institute of Technology, Chicago, IL, USA
Course CSP544: System and Network Security (System Security Course)
Course CS549: Cryptography (Theory Course)
Course CS528: Data Privacy and Security

Antenna Optimization Engineer June 2017 to October 2017
Kuang-chi Technologies Co., LTD, Shenzhen, China

REFEREED [1] Han Wang, Hanbin Hong, Li Xiong, Zhan Qin and Yuan Hong. “L-SRR: Local

PUBLICATIONS Differential Privacy for Location-Based Services with Staircase Randomized Response.”
In Proceedings of the 29th ACM Conference on Computer and Communications
Security (CCS), Los Angles, CA, November 7-11, 2022. [Acceptance Rate:
218/972=22.4%, Direct Accept: 76/972=7.81%]
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[2] Han Wang*, Jayashree Sharma*, Shuya Feng, Kai Shu and Yuan Hong. “A Model-
Agnostic Approach to Differentially Private Topic Mining.” In Proceedings of
the 28th SIGKDD Conference on Knowledge Discovery and Data Mining (KDD),

Washington D.C., August 14-18, 2022. [Acceptance Rate: 254/1695=14.99%,
* Equal Contributions]

[3] Shangyu Xie, Han Wang, Yu Kong and Yuan Hong. “Universal 3-Dimensional
Perturbations for Blackbox Attacks on Video Recognition Systems.” In Proceedings
of the 43rd TEEE Symposium on Security and Privacy (S&P/Oakland), San
Francisco, California, USA, May 22-26, 2022. [Acceptance Rate: 147/1012=14.5%)]

[4] Shangyu Xie, Meisam Mohammady, Han Wang, Lingyu Wang, Jaideep Vaidya and
Yuan Hong. “A Generalized Framework for Preserving Both Privacy and Utility
in Data Outsourcing.” In Proceedings of the 38th IEEE International Conference

on Data Engineering (ICDE), (Virtual) Kuala Lumpur, Malaysia, May 9-12, 2022.
[Poster]

[5] Shangyu Xie, Meisam Mohammady, Han Wang, Lingyu Wang, Jaideep Vaidya and
Yuan Hong. “A Generalized Framework for Preserving Both Privacy and Utility

in Data Outsourcing.” IEEE Transactions on Knowledge and Data Engineering
(TKDE), 2021. [Impact Factor: 6.977]

[6] Bingyu Liu, Shangyu Xie, Han Wang, Yuan Hong, Xuegang Ban and Meisam
Mohammady. “VTDP: Privately Sanitizing Fine-grained Vehicle Trajectory Data
with Boosted Utility.” IEEE Transactions on Dependable and Secure Computing
(TDSC), Vol. 18(6), pp. 2643-2657, 2021. [Impact Factor: 7.329]

[7] Han Wang, Shangyu Xie and Yuan Hong. “VideoDP: A Flexible Platform for
Video Analytics with Differential Privacy.” In Proceedings of the 20th Privacy

Enhancing Technologies Symposium (PETS), Montreal, Canada, July 14-18, 2020.
[Acceptance Rate: 78/338=23%)

[8] Han Wang, Yuan Hong, Yu Kong and Jaideep Vaidya. “Publishing Video Data
with Indistinguishable Objects.” In Proceedings of the 23rd International Conference
on Extending Database Technology (EDBT), Copenhagen, Denmark, March 30-
April 2, 2020, pp. 323-334. [Acceptance Rate: 31/151=20.5%)]

[9] Shangyu Xie, Han Wang, Yuan Hong and My Thai. “Privacy Preserving Distributed
Energy Trading.” In Proceedings of the 40th International Conference on Distributed

Computing Systems (ICDCS), Singapore, July 8-10, 2020, pp. 322-332. [Acceptance
Rate: 105/584=18%)

[10] Yuan Hong, Han Wang, Shangyu Xie and Bingyu Liu. “Privacy Preserving and
Collusion Resistant Energy Sharing.” 2018 IEEE International Conference on Acoustics,
Speech and Signal Processing (ICASSP), April 15-20, 2018, Calgary, AB, Canada.

[11] Han Wang, Peng Kong, Wentao Cheng, Wenzong Bao, Xiaowei Yu, Ling Miao, and
Jianjun Jiang. “Broadband Tunability of Polarization-insensitive Absorber based
on Frequency Selective Surface.” Nature Scientific Reports, Vol. 6(1), pp. 1-8,
2016.
IN PREPARATION [1] Han Wang and Yuan Hong. “Utility-Optimized Differentially Private Mechanism
with Mixture Distribution for Deep Learning.” To be submitted to CCS’23.

[2] Jayashree Sharma, Han Wang, Kai Shu and Yuan Hong. “Differentially Private
Model Explanation for Deep Neural Networks.” To be submitted to KDD’23.
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[3] Shuya Feng, Han Wang, Meisam Mohammady and Yuan Hong. “DP?: Dynamic
Perturbation for Differentially Private Data Streaming over Infinite Disclosure.” To
be submitted to CCS’23.

[4] Meisam Mohammady, Han Wang, Lingyu Wang, Mengyuan Zhang, Yosr Jarraya,
Suryadipta Majumdar, Makan Pourzandi, Mourad Debbabi and Yuan Hong. “DPOAD:
Differentially Private Outsourcing of Anomaly Detection through Iterative Sensitivity
Learning.” In submission to Privacy Enhancing Technologies Symposium (PETS’23).

CONFERENCE e “L-SRR: Local Differential Privacy for Location-Based Services with Staircase Randomized
PRESENTATION Response”, presented at CCS’22 in Los Angeles on November 9, 2022

o “A Model-Agnostic Approach to Differentially Private Topic Mining”, presented at
KDD’22 in Washington, DC on August 16, 2022

e “VideoDP: A Flexible Platform for Video Analytics with Differential Privacy”,
presented at PETS’20 (remotely) on July 15, 2020

e “Publishing Video Data with Indistinguishable Objects”, presented at EDBT’20
(remotely) on April 2, 2020

RESEARCH e Participating the “Diversity in Research” event supported by
AcTiviTy WISTEM (Women in STEM) 2021
e Participating the “Second Women in KDD” Workshop 2022

HONORS AND CCS 2022 Student Travel Award 2022

AWARDS KDD 2022 Student Travel Award 2022
PETS 2020 Student Travel Award 2020
Christine Collet EDBT/ICDT Student Participation Award 2020
National Scholarship (China Ministry of Education) 2016
Outstanding Graduates (Wuhan Institute of Technology, China) 2014
The 3rd Prize Scholarship (China Ministry of Education) 2013

EXTERNAL USENIX Security Symposium (USENIX): 2023

REVIEWER: The Web Conference: 2023

ACM Conference on Computer and Communication Security (CCS): 2022

Privacy Enhancing Technologies Symposium (PETS): 2021, 2022, 2023

ACM SIGKDD Conference on Knowledge Discovery and Data Mining (KDD): 2022

International Symposium on Research in Attacks, Intrusions and Defenses (RAID):

2022

European Symposium on Research in Computer Security (ESORICS): 2022

o International Conference on Machine Learning (ICML): 2022

e IEEE/CVF Conference on Computer Vision and Pattern Recognition (CVPR): 2021,
2022

e ACM Transactions on Privacy and Security (TOPS): 2021

ACM Conference on Autonomous Agents and Multiagent Systems (AAMAS): 2021,

2022

AAAT Conference on Artificial Intelligence (AAAI): 2019, 2020, 2021, 2022

International Conference on Computer Vision (ICCV): 2021

International Conference on Data Engineering (ICDE): 2020

Conference on Data and Applications Security and Privacy (DBSEC): 2019, 2020

IEEE Transactions on Information Forensics and Security (TIFS): 2021, 2022

IEEE Transactions on Dependable and Secure Computing(TDSC): 2020, 2021

IEEE Transactions on Knowledge and Data Engineering (TKDE): 2020, 2021
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REFERENCES Dr. Yuan Hong
Associate Professor
Department of Computer Science & Engineering
University of Connecticut
E-Mail: yuan.hong@uconn.edu
Office Phone: (860)-486-4818
WWW: https://yhongcs.github.io

Dr. Jaideep Vaidya
Distinguished Professor
IEEE Fellow
ACM Distinguished Scientist
Editor-in-Chief, IEEE Transactions on Dependable and Secure Computing
Director, Rutgers Institute of Data Science, Learning, and Applications
Rutgers University
E-Mail: jsvaidya@rbs.rutgers.edu
Office Phone: (973)-353-1441

Dr. Pengjun Wan
Professor
IEEE Fellow
Department of Computer Science
Illinois Institute of Technology
E-Mail: wan@cs.iit.edu
Office Phone: (312)-567-5156

Dr. Meisam Mohammady
Assistant Professor
Department of Computer Science
Iowa State University
E-Mail: meisam@iastate.edu
Office Phone: (515)-708-5647
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