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RESEARCH INTERESTS

I am broadly interested in system security research. My current research focuses on vulnerability
discovery and security analysis of large and complex software like operating systems. I enjoy reverse
engineering and inspecting complicated systems to find security loopholes and building automatic tools
to pinpoint and analyze these issues, especially with program analysis techniques. My past research
has led to multiple publications at top venues, vulnerabilities discovered in Linux kernels, and practical
security tools developed, drawing attention from academia and industry with one commercialized.

EDUCATION

University of California, Riverside, USA 09/2015 - 12/2020
Ph.D. in Computer Science
Advisor: Zhiyun Qian
GPA: 3.96/4.00
Thesis: From Design to Deployment: Identification and Analysis of Kernel Security Problems Through-
out its Development Cycle

Xi’an Jiaotong University, Xi’an, PRC 09/2012 - 06/2015
M.S. in Computer Science
Advisor: Yong Qi
GPA: 87.15/100
Thesis: A Power-Capping and Energy-Saving Technology for MapReduce Clusters oriented to MIA
Workloads

Northeast Normal University, Changchun, PRC 09/2008 - 06/2012
B.E. in Software Engineering
GPA: 88.32/100 Major GPA: 91.36/100

PUBLICATIONS

Yu Hao, Hang Zhang, Guoren Li, Xingyun Du, Zhiyun Qian, Ardalan Amiri Sani. Demystifying the
Dependency Challenge in Kernel Fuzzing. In Proceedings of IEEE/ACM International Conference on
Software Engineering (ICSE) 2022.

Xiaochen Zou, Guoren Li, Weiteng Chen, Hang Zhang, and Zhiyun Qian. SyzScope: Revealing
High-Risk Security Impacts of Fuzzer-Exposed Bugs. In Proceedings of USENIX Security 2022.

Xuancheng Jin, Xuangan Xiao, Songlin Jia, Wang Gao, Hang Zhang, Dawu Gu, Siqi Ma, Zhiyun
Qian, and Juanru Li. Annotating, Tracking, and Protecting Cryptographic Secrets with CryptoMPK.
In Proceedings of IEEE Security and Privacy (Oakland) 2022.

Hang Zhang, Weiteng Chen, Yu Hao, Guoren Li, Yizhuo Zhai, Xiaochen Zou, and Zhiyun Qian.
Statically Discovering High-Order Taint Style Vulnerabilities in OS Kernels. In Proceedings of ACM
Conference on Computer and Communications Security (CCS) 2021.

https://hangz.me


Daimeng Wang, Zheng Zhang, Hang Zhang, Zhiyun Qian, Srikanth V. Krishnamurthy, and Nael
Abu-Ghazaleh. SyzVegas: Beating Kernel Fuzzing Odds with Reinforcement Learning. In Proceedings
of USENIX Security 2021.

Shaoyong Du, Minrui Zhao, Jingyu Hua, Hang Zhang, Xiaoyu Chen, Zhiyun Qian, and Sheng Zhong.
Who Moves My App Promotion Investment? A Systematic Study about App Distribution Fraud. In
IEEE Transactions on Dependable and Secure Computing (TDSC) 2021.

Zheng Zhang, Hang Zhang, Zhiyun Qian, and Billy Lau. An Investigation of the Android Kernel
Patch Ecosystem. In Proceedings of USENIX Security 2020.

Yizhuo Zhai, Yu Hao, Hang Zhang, Daimeng Wang, Chengyu Song, Zhiyun Qian, Mohsen Lesani,
Srikanth V. Krishnamurthy, and Paul Yu. UBITect: a precise and scalable method to detect use-
before-initialization bugs in Linux kernel. In Proceedings of the 28th ACM Joint Meeting on European
Software Engineering Conference and Symposium on the Foundations of Software Engineering (FSE)
2020

Hang Zhang, Zhiyun Qian. Precise and Accurate Patch Presence Test for Binaries. In Proceedings of
USENIX Security 2018, Baltimore, MD.

Seyed Mohammadjavad Seyed Talebi and Hamid Tavakoli, Hang Zhang and Zheng Zhang, Ardalan
Amiri Sani, Zhiyun Qian. Charm: Facilitating Dynamic Analysis of Device Drivers of Mobile Systems.
In Proceedings of USENIX Security 2018.

Arash Alavi, Alan Quach, Hang Zhang, Bryan Marsh, Farhan Ul Haq, Zhiyun Qian, Long Lu, Rajiv
Gupta. Where is the Weakest Link? A Study on Security Discrepancies between Android Apps and
Their Website Counterparts. In Proceedings of Passive and Active Measurement Conference (PAM)
2017.

Hang Zhang, Dongdong She, Zhiyun Qian. Android ION Hazard: the Curse of Customizable Memory
Management System. In Proceedings of ACM Conference on Computer and Communications Security
(CCS) 2016.

Hang Zhang, Dongdong She, Zhiyun Qian. Android Root and its Providers: A Double-Edged Sword.
In Proceedings of ACM Conference on Computer and Communications Security (CCS) 2015.

Xiaoguang Wang, Yong Qi, Yuehua Dai, Jianbao Ren, and Hang Zhang. Protecting Outsourced
Data Privacy with Lifelong Policy Carrying. In Proceedings of IEEE International Conference on High
Performance Computing and Communications (HPCC) 2013.

Hang Zhang, Wei Liu, Jiaxin Li, Xiaobo Gou, Yang Han and Xiaodong Guo. Artificial Immunity
based Virus Detection Model for Portable Storage Devices. In Proceedings of Asia-Pacific Conference
on Information Network and Digital Content Security (APCID) 2010. (In Chinese)

SELECTED FUNDED PROJECTS

Principal Discovery of Complex Cross-Entry Use-after-Free vulnerabilities 06/2021 - now
Postdoctoral Fellow Georgia Tech

· Develop innovative static program analysis techniques to discover UAF vulnerabilities involving com-
plicated control and data flows.

· The prototype has identified multiple suspicious UAF issues in the Linux kernel.

High-Order Taint Style Vulnerability Discovery in Linux Kernel 01/2020 - 12/2020
Research Assistant UC Riverside

· Develop novel automatic program analysis techniques to discover subtle high-order taint vulnerabilities
in the Linux kernel.



· Result in an innovative high-precision static analyzer at the LLVM IR level: SUTURE. Multiple high-
order vulnerabilities have been discovered.

Accurate Binary Patch Presence Test 06/2017 - 06/2018
Research Assistant UC Riverside

· Design and implement an automatic, systematic and high-accuracy solution to test whether a specific
security patch exists in the target binary.

· Only focus on the fine-grained changes introduced by the patch and match both syntax and semantics.

In-Depth Security Analysis of Android ION System 10/2015 - 06/2016
Research Assistant UC Riverside

· ION is a memory management sub-system on Android responsible for satisfying memory requirements
of various hardware devices.

· Conduct an in-depth security analysis of ION and identify multiple vulnerbilities, including one high
severity information disclosure vulnerbility rated by Google. (CVE-2015-8950,CVE-2016-8756,CVE-
2016-8757,CVE-2016-8758,CVE-2017-8164,CVE-2017-8165)

· Develop an automatic static taint analysis tool to detect uninitialized memory buffers allocated by
kernel.

Study of Android Root and its Providers 11/2014 - 05/2015
Research Assistant UC Riverside

· There exists many one-click root providers helping Android users to gain root privileges on their devices,
how do they operate?

· Reverse engineering multiple mainstream one-click root products and figure out their workflows and
security risks.

· Extract 150+ root exploits from these providers which can be potentially abused by attackers, among
which some had never been disclosed previously.

Energy Efficient Hadoop with Power Capping Support 03/2013 - 12/2014
Research Assistant Xi’an Jiaotong University

· Strategically turn off nodes to save energy and schedule tasks to cap the overall power in a Hadoop
cluster, while not affecting the performance of important jobs.

· Re-design and implement Hadoop node and task schedulers.

WORKING EXPERIENCE

Georgia Institute of Technology 01/2021 - now
Postdoctoral Fellow

University of California, Riverside 09/2015 - 12/2020
Research Assistant

Microsoft Research 12/2018 - 06/2019
Contractor Researcher

Microsoft Research, Redmond 06/2018 - 09/2018
Research Intern



TEACHING EXPERIENCE

University of California, Riverside 10/2019
Guest Lecturer (Computer Security)

Xi’an Jiaotong University 09/2013 - 02/2014
Teaching Assistant (Operating System)

SELECTED PROFESSIONAL SERVICE

Reviewer

ACM Transactions on Privacy and Security (TOPS) 2021
Sub-Reviewer

IEEE Security and Privacy (Oakland) 2018 - 2022

USENIX Security 2020, 2022 - 2023

ACM Conference on Computer and Communications Security (CCS) 2016-2019

Network & Distributed System Security (NDSS) 2019 - 2021

ACM Symposium on Operating Systems Principles (SOSP) 2021

ACM Internet Measurement Conference (IMC) 2017 - 2018

ACM AsiaCCS 2016, 2018

TECHNICAL SKILLS

Programming Languages C/C++, Python, Java, JavaScript, Shell
Reverse Engineering X86/X86 64/Arm/Arm64 Assembly, Smali,

IDA Pro, Apktool, GDB, WinDbg
Program Analysis LLVM Toolchain, Angr, CIL

MEDIA COVERAGE

How a few legitimate app developers threaten the entire Android userbase, ARS Technica 10/16/2015

Hackers dont need root exploits, Trustlook 11/01/2015

AWARDS

UC President's Dissertation-Year Fellowship, University of California 09/2019 - 06/2020

Usenix Security Travel Grant 08/2018

ACM CCS Travel Grant 10/2016

Dean’s Distinguished Fellowship, University of California, Riverside 09/2015 - 06/2016

Graduate Student Fellowship, Xi’an Jiaotong University 2012 - 2015

First Class Scholarship, Northeast Normal University 2010

President’s Scholarship, Northeast Normal University 2009


